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Purpose 

The purpose of this policy is to ensure that all students of the Colleges are aware how ICT and 

Internet facilities and peripheral devices should be used. It aims to ensure that these facilities are 

used effectively for their intended purpose without infringing legal requirements or creating 

unnecessary risk. 

Any breach of these conditions may lead to withdrawal of the user’s access to College ICT facilities, 

WiFi and College Network and in some instances could lead to criminal prosecution. 

General Principles 

The provisions of this policy apply to all digital devices used to access College facilities, this includes 

mobile phones, tablet machines, iPads, laptops, PCs, Macs and any other device linked to College 

networks regardless of whether they are supplied by the college or owned by the student. 

All users must demonstrate a responsible approach towards the use of the resources available to them 

including the use of portable storage items (such as laptops, mobile phones and memory sticks) and 

their interface with College ICT facilities.  They must show consideration to other users and those with 

whom they come into contact on the Internet, by email or in person. 

Use of the Internet and associated facilities are intended for education purposes.  However, resident 

students will be permitted to play games and watch DVD’s in the evenings and during other times 

when College lessons are not happening.  The House Parents (where students’ are resident in 

supervised accommodation) will determine the appropriateness of the material and filtering systems 

are in place. 

Use of Resources 

The user should only download, print, transmit and/or store essential resource material and should 

always check that the length of a document is reasonable before printing, and wherever possible 

print in black and white only. 

The user must maintain the confidentiality of all user IDs, passwords and other credentials provided 

by the College.  They must under no circumstances be disclosed to any individuals outside the 

College, and should remain confidential within the College unless the student is specifically 

requested to divulge them by an authorised member of staff. 

Unacceptable Deliberate Use/Misuse of ICT Resources 

The following activities, whilst not an exhaustive list, are unacceptable: 

 Access to, or creation, transmission or publication of, any obscene or indecent, racist terrorist, 

extremist or otherwise offensive images, sounds, data, emails or other material. 

 Access to, posting or commenting on of any such materials on an internet based service, 
including but not limited to blogs, wikis, chat-rooms, bulletin boards or any other social 
media. 



 

 

 Access to, or creation, transmission or publication of, any data capable of being displayed or 
converted to such obscene or indecent, racist or otherwise offensive images, sounds, data or 
other material. 

 Access to, creation, transmission, commenting on, or publication of any material which is 
designed or likely to cause offence, inconvenience or needless anxiety. 

 Creation, transmission or publication of defamatory material. 
 Receipt or transmission of material such that this material infringes the copyright of another 

person or organisation, or which infringes the conditions of the Data Protection Act 1984. 
 Transmission of unsolicited commercial or advertising materials to other users within the 

College, users of the Internet or any other network accessible via the Internet. 
 Download and/or installation of any unauthorised software onto College equipment. 
 Making purchases or entering into contracts over the Internet. 
 Engaging in on-line ‘chat’ or video transmission on College computers/networks or over the 

Internet.  Except where these facilities are specifically provided by the college and are used 
solely for educational purposes within the College network.    

 Posting anonymous messages and forwarding chain letters 
 Using the network for personal gain, for promoting political views or for any form of 

personal advertising. 
 Deliberate damage to College IT equipment or theft thereof. 
 Deliberate unauthorised access to facilities, services, data or resources at the College or any 

other network or service accessible via the Internet. 
 Deliberate attempts to attack, overload or deny normal operational use of any services, data 

or resources at the College or any other network or service accessible via the Internet. 
 Deliberate activities intended to misrepresent or hide the student’s identity, or otherwise 

disrupt, avoid or circumvent any of the colleges’ security, access or content control 
technologies. 

 The use of any file sharing, peer to peer (P2P) or “torrent” based services or software. 
 The use of any software which is not fully and lawfully licenced for use on the appropriate 

equipment. 
 Falsifying, creating, modifying or distributing any materials that mis-represent official 

College communications.  
 Deliberate activities with any of the following characteristics or which, by their nature, 

would result in : 
o Wasting staff or other users’ efforts or network resources, including time on remote 

systems, bandwidth or the efforts of staff involved in the support of those systems. 
o Corrupting or destroying other user’s data. 
o Violating the privacy of other users. 
o Disrupting the work of other users. 

 Using the Internet in a way which denies service to other users by overloading the 
connection to the network or by downloading large files without prior consultation with the 
IT Systems Administrator. 

 Continuing to use any item of software after being requested to cease its use because it is 
disrupting the correct functioning of College systems or the Internet. 

 The introduction or design of computer viruses, Trojans or other malware. 
 Any use of the Internet that would bring the name of the College into disrepute. 

Monitoring 

At any time and without prior notice the College maintains the right and ability to examine any 

systems and inspect and review any and all data recorded in those systems and any associated 



 

 

storage whether local, portable or internet based. Any information stored in a 

computer/phone/memory stick or other device may be subject to scrutiny by the College. This 

examination helps ensure compliance with internal policies and the law. 

Students will be required to provide all credentials, passwords and encryption keys to facilitate such 

an examination, refusal to so will be regarded as a severe breach of this policy. 

Where there are grounds for suspecting that a student or students may have, or may be, accessing 

improper material on the College’s ICT resources or their personal equipment, then: 

 The Principal may request the ICT Support staff to investigate, and require the student to 

provide any necessary credentials.  

 ICT Support staff will issue a report as soon as practical to the Principal 

 ICT Support Staff shall store any materials so found in an appropriate and secure manner, 

keeping the number of copies required to the minimum 

  In cases where the material could lead to a criminal offence, the Principal shall decide 

whether external authorities should be involved. 

In order to ensure compliance with this policy, the College does employ monitoring software to 

check on the way that ICT resources are being used, this includes the monitoring of content and 

accessed and downloaded from the internet. The College specifically reserves the right for 

authorised personnel to access, retrieve, read and delete any communication that is created on, 

received through or sent in association with use of the Internet and portable storage facilities to 

ensure compliance with all College policies.  Such monitoring will be used for legitimate purposes 

only.  

Use of Personal Equipment by Students. 

Students may use their own digital equipment to enhance their education experience, to facilitate 

communications with their family, and for relaxation, however, students must adhere to the 

following policies and responsibilities.   

 Student equipment may only be directly connected to a wired network point in student 

houses & accommodation.  Students are not permitted to connect personal equipment to 

any wired networks within the Colleges,. 

 Students may connect to clearly designated college Guest or Student wireless networks only. 

 Students are expected to maintain appropriate, up to date, Antivirus, Anti-Spam and Anti 

Malware software on any machine they connect to College networks.  

Any use of personal equipment is at the discretion of the college. 


